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1 OOaaunas Bepcus.

1.1  Ha3nauyeHue JOKYMEHTa

JIOKYMEHT coAep UT UHCTPpYKIHIO 110 yctaHoBKe [10 «buoTpek.Monoko».

1.2 Oo0ume ceegeHus

10 «buoTpexk.Monoko» mnpeaHa3Haue€HO MAJisi YIOpPaBIEHUs MpeAnpusitueM B cdepe
MOJIOYHOT'O )KUBOTHOBOZICTBA. He nMeeT AucTpuOyTHBOB /Uil YCTAHOBKU HA JIOKAIBHYIO MAIIUHY,

JIOCTYITHOCTh OCYIIECTBIISETCS IPU OMOIIM CTaHAApPTHBHIX Opay3epoB uepe3 ceTh MIHTepHeT.

1.3  TepMHHBI H COKpPAIIEHUA

TepMHHBI B COKpAIIEHUS OmnpenencHus
10 [IporpammHoe obecnieyeHue
1O «broTpex» [IporpammHOE obecnieueHre s CO3MaHUS U IMTyOIMKAIINYA HHTEPAKTUBHBIX
WHPOPMALMOHHBIX MaHeNeH I KOHSUHBIX MmoJb3oBarteneit «buoTpex»

14  3anyck BeO-cepBepa
1.4.1 OrtkpsITh B Opay3epe CTpaHUILy JIUYHOIO KabUHeTa.

1.4.2 BsecTH JOTMH/TIAPOJIb.

Sk 6uotpek

KabuHeT nonbzosatens

[MoruH unu an. nouta v

Mapons

BoccraHoBNEHMe Napons

Bontu

VYcranoBka u Hactpoiika [10 ycneniHo 3aBepiieHsl.



2  Kopobounas Bepcus.
Oddnaitn-mocraBka anst ycranoBku Biotrack ma omnom cepepe ¢ Docker u Docker
Compose. [TapameTpsl KOHKPETHOW MOCTaBKHU (BepcHsi, MPoduiib, CIHUCOK 00pa3oB) — B (aiine

manifest.yml.

2.1. CocTaB nocraBKu

ITocne pacrmakoBku apxuBa biotrack-offline-<version>.tar.gz:

KaraJgor / gaiin Ha3znauenue
install.sh Y CcTaHOBIIMK
images/*.tar Docker-o6passl (app + uHppacTpykTypa)
manifest.ymi Bepcus, npoduis, criucok o0pa3oB
checksums.sha256 KoHTpoJibHBIE CyMMBI ()aiiJIOB IIOCTaBKU
services.manifest.yml Onwucanue cepBUCOB IATPOPMBI
templates/ [11aGoHbI compose, nginxX, KOHPHUTOB
configs-source/ Vcxoaupie koHduru as config-server
lib/ BcrniomorarenibHble CKPHUIITBI YCTAHOBIIMKA

2.2. Uto BXOIUT B 00pa3bl

[Tpoduns core (MuHUMAIBHAS TIATGOPMA)
Backend (API):

CepBuc Ha3znauenmue
configuration Config Server (native-koudurn)
bootstrap Munnmanuzanus b, nuuensus, Murpamuu
auth Ayrentuduxanus, JIWT, SMTP
organizations OpraHu3aiuy 1 TCHAHTBI

Frontend:

CepBuc Hasnauenue
web OCHOBHOE BEO-TIPUIIOKCHHE
registration Peructpanus (signup.<pomen>)

HNudpacTpykrypa (B 3aBUCUMOCTH OT BbIOOpa IPU YCTAHOBKE):

KommnonenT Oopa3 Korna ucnoab3yercsi
PostgreSQL postgres:16-alpine pexum embedded
Zookeeper + Kafka Confluent7.2/7.3 pexum embedded
MailHog mailhog/mailhog pexum embedded SMTP

(TONBKO TECT)
nginx nginx:1.27-alpine Bcerna (HTTP-
MapIIpyTU3aLus)

[Mpoduns full



Bcé w3 core mmoc optional backend-cepBuChl (KUBOTHBIE, YBEIOMIICHHUS, OTYETHI,
BeTepuHapus u 1p.). [loHbIi epeueHs - B services.manifest.yml, ¢paxkruueckuii Habop 0Opa3oB -

B manifest.yml Bamiei mocraBku.

2.3. TpeGoBaHus K cepBepy

Munumym PexoMenayercst
oC Linux c systemd Ubuntu 22.04+ / RHEL 8+
CPU 4 vCPU 8 vCPU
RAM 16 GB 32 GB
Juck 40 GB 80 GB SSD
Cetb [Topt HTTP (110 ymomuanuto 80) | DNS Ha toMeH npuiioKeHus

IO na cepsepe:

Docker Engine

Docker Compose plugin (docker compose)

Bash, curl, openssl, envsubst (maker gettext)

Docker u Compose He yCTAaHABJIUBAKTCS 3TUM MTAKETOM — HUX HYXXHO ITOCTaBHUTh
3apaHee.

O6si3aTenbHO: (aiin muiensun Biotrack (myTs 3anaérest mpu YCTAHOBKE).

2.4. PassépThiBanue
24.1. PacnakoBka
tar -xzf biotrack-offline-1.0.0.tar.gz

cd biotrack-offline-1.0.0
# OIIOUOHAJIBHO — npOBepKa IECJIOCTHOCTHU

sha256sum -c checksums.sha256

2.4.2.  JluueHsus
sudo mkdir -p /opt/biotrack/license

sudo cp /path/to/your/license /opt/biotrack/license/license

HYTB MOKHO U3MCHUTHL B MAaCTCPC YCTAHOBKHU.

2.4.3. VYcraHoBka
sudo ./install.sh install

MaCTep 3a1aCT BOIIPOCHI:

ITapamerp BapuaHTsl / 1o yMoOJI4YaHHIO
Karasor yctaHOBKH /opt/biotrack
ITpodwib core wiu full (cm. manifest.yml)
Jlomen HarpuMmep, biotrack.example.com
PostgreSQL embedded (konTelinep) wiu external
Kafka embedded nm external
SMTP embedded (MailHog, Tect) nnu external
HTTP-tiopt 80




| ITyTh K NMIeH3uH | /opt/biotrack/license/license

VYcraHOBIIMK:

1. 3arpy3uTt o6pa3bl u3 images/ (docker load);
2. creHepupyeT KOH(HTHU U Secrets;

3. 3anmyctut crek uepe3 Docker Compose.

DNS
st production HacTpoiite DNS-3anucu Ha [P cepsepa:
3anuceh Ha3nayenue
<JIOMEH> Web Ul
api.<goMeH> API backend
signup.<mpomeH> Registration

Jlnst nokanbHOM nipoBepku 100aBkTe B /etc/hosts:

127.0.0.1 biotrack.local api.biotrack.local signup.biotrack.local

(3aMeHHTE JOMEH Ha BBIOPAHHBIN MPU YCTAHOBKE)

2.5. IIpoBepka

cd biotrack-offline-1.0.0 # karanor mocraBku
BIOTRACK_INSTALL_DIR=/opt/biotrack ./install.sh status

Health-check API (uepe3 nginx, moicTaBbTe CBOW MOPT U IOMEH):

curl -fsS http://127.0.0.1/configuration/actuator/health
curl -fsS http://127.0.0.1/bootstrap/actuator/health
curl -fsS http://127.0.0.1/auth/actuator/health

2.6. YnpaBieHue
Beimonuarte u3 KaTajora  pacrakoBaHHOM IOCTaBKU (nnm

BIOTRACK_INSTALL_DIR):

Jinstall.sh install ~ # nepBuYHas ycTaHOBKa

J/install.sh reconfigure # U3MeHUTH HACTPOUKH U MEPE3ANYCTUTH

Jinstall.sh status # craTyc KOHTEITHEpOB

Jinstall.sh backup # ookan configs, secrets, dump PostgreSQL (embedded)
Jinstall.sh uninstall ~ # ocTaHOBHTH cTek (IaHHBIE B volumes COXpaHSIOTCSI)

Jloru yctaHOBIIMKA.

yKa3aTb




B ¢aiin nomangarot coobmienus [biotrack-installer] u monnsrit BeiBog docker build, docker pull,

docker save, docker load, docker tag (cexrum ### ... ###). Ilaposu B JIOT HE 3aIMCHIBAIOTCA.

Komannga KaraJior JioroB mo ymo/r4anunio
Jinstall.sh ... logs/ B xaTanore nmocTaBku
build-bundle.sh (ua build host) dist/logs/

Nwms daiina: biotrack-<komannga>-<mara-Bpems>.log.

IIepeonpenenenue:

export BIOTRACK_INSTALLER_LOG=/var/log/biotrack-install.log
# WM KaTaJjor:
export BIOTRACK_INSTALLER_LOG_DIR=/var/log/biotrack

B kon11e paboThI MyTh K JIOTY BBIBOJUTCS B KOHCOJIb.

2.7. CTpyKTypa nocJje ycTaHOBKH

/opt/biotrack/
—— .env # MepeMeHHbBIC OKPYKCHHS
—— docker-compose.yml # creHepupoBaHHBIN cOmpose
—— configs/ # native-xouduru s configuration
—— secrets/

—— app_master_key vl

—— smtp_password vl

— license/license

—— postgres/init.sql  # npu embedded PostgreSQL
—— nginx/

—— backups/

2.8. PeskuMbl HH(PPACTPYKTYPHI

KommnoneHT embedded external
PostgreSQL KOHTelHep + volume Ha Bari cepsep B/JI (host, port,
cepBepe user, password)
Kafka Zookeeper + Kafka B bootstrap servers (criucox
compose XOCTOB)
SMTP MailHog (miucema He yxoasaT | koprnopatuBHbiii SMTP
HAPYXKY)

s production pexomennyetcs external ms PostgreSQL, Kafka u SMTP.

2.9. OoHOBJIEHNE

1. ITonyuuts HOBBIH offline bundle Toit sxe mim Gosee HOBOM Bepcuu.

2. PacnakoBath Ha cepBepe.

3. BemomnuTs ./install.sh reconfigure (00pa3sl moarpysstcs npu install, mpu oOHOBICHUM



— docker load u3 HOBOTO 1mages/ u mepe3amnyck).
Ilepen obnoBeHnem caemnaiire ./install.sh backup.

2.10. TunuyHbIe MPOGJIeMBbI

Cumnrom Yro npoBepuTH
Docker daemon is not running sudo systemctl start docker, monp3oBarens
B rpynme docker
envsubst: command not found sudo apt install gettext-base
®aiin nunieH3uu He HakyieH / Is a ¢aiin Ha xocre:
directory /opt/biotrack/license/license; B kouteitnepe

bootstrap MmouTHpyeTcs Kak ¢aiin
/appl/license (ue karasor)

No image archives found B TIOCTaBKe JIOJDKEH ObITh Katayor images/
c *.tar

[Topt 80 3ansT IIpH yCTaHOBKE yKaxkute npyroit HT TP-
nopt

Bootstrap He crapryet /opt/biotrack/logs/compose-startup-

latest.log — gacro password authentication
failed for user "biotrack™: c6oii init
PostgreSQL. Y nanute Tom
biotrack_postgres_data, ooHoBuTe
postgres/init.sql u nepesamycrute (cMm.

HIDKE)
404 / et orBera API DNS, /etc/hosts, mopt nginx
(BIOTRACK_HTTP_PORT B .env)
KonTeitHeps! nepesanyckaroTcs Hexatka RAM — BeiHectn PG/Kafka B

external uau YBCJIHWYHUTD MNAMATH

Jlorn yCTaHOBKH M KOHTEHHEPOB:
# J)KypHaJ MacTepa yCTaHOBKH (B katasore bundle)
Is logs/biotrack-install-*.log

# JIOTM KOHTEHHEPOB MOCJE 3allyCKa COMpose
cat /opt/biotrack/logs/compose-startup-latest.log

# BpydHYIO
cd /opt/biotrack
docker compose --env-file .env logs -f configuration bootstrap auth

2.11. Orpanunyenus
- Ycranosmuk He HacTpauBaet firewall, TLS/HTTPS u BHemHuii 6amaHCHPOBIIIUK.

- Embedded SMTP (MailHog) ue mst production.
- TLS TepMuHHpYyeTCcst BHE compose (reverse proxy) Uik HaCTpauBaeTCsl OTIAEIBHO.
Joxymenm exooum 6 cocmas offline-nocmaexu Biotrack. Coopxa bundle u paboma c registry —

6 dokymenmayuu ons build host.



